
VIRUSES AND MALWARE

INSTRUCTOR: DANIEL CHONG

EMAIL: dchong@mybpl.org



COURSE OBJECTIVE: TO CULTIVATE AN UNDERSTANDING OF HOW YOU CAN

PROTECT YOUR COMPUTER, WHILE BROWSING THE INTERNET, FROM VIRUSES

AND MALWARE.
Outline:

 Viruses and Malware, What Are They?

 Common Types of Malware and Viruses

 Common Ways People Infect Their Computer(s)

 High Risk Websites

 How To Tell If You’ve Been Infected With Malware

 Preventative Measures

 Anti-Virus Software

 Follow-Along Scan (Malwarebytes)

 Ad-Blocker

 Firewalls

 Link Safety and Good Password Habits

 Backup, Backup, Backup!

 Q/A



Information taken from the Cyber Warfare Division of the United States Navy

Author: Austin Rooney 



Viruses and Malware, What Are They?

Back when the Personal Computer was becoming a common 

household item, the term for anything that could negatively affect your 

computer was a VIRUS. There were many different types of viruses but it 

encompassed every sort. 

Today, a virus has become a subsection of a broader term called 

MALWARE. Malware is a blanket term for Malicious Software, but these 

types of software can be broken down into, more specifically, two 

categories. 

 Infection and Delivery Methods

 Actions



Common Types of Malware and Viruses

Infection and Delivery 

Methods

 Virus

 Worm

 Trojan

 Drive-by Download

 Email Phishing*

Malware Actions

 Adware*

 Spyware

 Ransomware

 Scareware

 Rootkit



Viruses and Worms
VIRUS: This is a type of program that appends itself to another Program or File 

and from there self-replicates until it has completely taken over the system; 

even taking over other computers on the network. 

One especially common one is called a MACRO-VIRUS, and this specifically 

attacks and corrupts Microsoft Office applications and file types. 

WORM: Another type of self-replicating program, but instead of attaching itself 

to a specific part of your system, it is generally a small, independent program 

that will run in the background of your system processes. 

It is most commonly used to turn your computer into a “Bot” on a Bot (Zombie) 

Net.

Statistics taken from: 
NetworkSupport.com 



Trojan 
A TROJAN is considered to be malware that masquerades as a utility or 

program that will improve the Quality of Life for your computer. It is named 

after the fabled Trojan Horse that appeared as a gift, but instead carried a 

dangerous payload.  

This type of malware is generally given permission by the User to install itself on 

the system!

Statistics taken from: 
NetworkSupport.com 



Trojans Continued…
Always Make sure to check if you are downloading a piece 

of software from a verified publisher! Make Sure you can trust 

it, and run it through your anti-virus software. 

Trusted Suspicious



Drive-by Downloads

A DRIVE-BY DOWNLOAD is probably the most common way a computer will 

become infected with malware. It occurs when you visit a bad webpage or 

are redirected there from a malicious link in an email. 

The webpage(s) will exploit a weakness in your browser and infect your system. 



Email Phishing 

EMAIL PHISHING has always been 
one of the most common cyber-
security attacks, and while it is 
not necessarily tied together with 
malware, it can be used to 
deliver it. (i.e. DRIVE-BY DOWNLOAD)

Usually Phishing is attempting to 
get your personal information; be 
it login info, credit card numbers, 
social security etc. 

If you received an unsolicited 
email that is supposedly from 
your bank asking you to "verify 
your information" then you are 
probably the target of a phishing 
attack. Always navigate to a 
banking website yourself, never 
trust a link to one. 



Adware
ADWARE, while not truly malware in the conventional sense, can be very 

annoying to deal with, especially as it is generally given permission by the user 

to be on the system.  

This type of software uses some form of advertising delivery system. And is 

generally bundled together with legitimate software. Even major companies 

will serve you up adware. 

Generally it can be removed by uninstalling the software it can with .



Spyware

SPYWARE will monitor your computer and reveal collected information to the 

interested party. This can be benign when it tracks what webpages you visit 

(i.e. cookies), or it can be incredibly invasive when it monitors EVERYTHING you 

do with your mouse and keyboard. 



Ransomware
RANSOMWARE has lately become very popular way for cyber-
criminals to make money and it is only becoming more 
common. 

This is the MOST SERIOUS type of malware out there. It is 
extremely difficult to remove. 

It alters your system in such a way that you are unable to get 
into it normally. This is usually done by encrypting files. 

The cyber-criminal will then hold your files hostage and ransom 
them back to you for outrageous prices (usually asked for in 
Bitcoin or another crypto-currency). 

Newer types of ransom ware will replicate themselves over a 
network, attacking all computers that are connected. 





Scareware
SCAREWARE is generally a type of utility software that appears to be something 

legitimate (not unlike a TROJAN), often claiming that it could speed or clean up 

your computer. When it actually runs it tells you that your computer is broken in 

some way; usually in very scary, technical terminology. 

The software then claims that it can fix your problems if you pay them for their 

services. 

Some of these services can be posing as legitimate businesses. 



Scareware Continued…
Another form of SCAREWARE are false accusations from the “FBI” or some other 
government agency, sometimes even corporations like Microsoft or Apple. 

These will generally lock your computer with a screen that tells you that there 
are warrants for your arrest and your computer has been locked as evidence. 
They will demand you pay them to get access to your computer back. 

Know that a Government Agency needs a warrant to do anything to your 
personal property and would not contact you by locking your computer. 



Common Ways People Infect Their 

Computer

There are many different ways that your computer system could 

become infected with malware. Some of the most common are:

 Permission is given by the User!

 Phishing Attempts/Malicious Email

 Bad Link

 Outdated Programs (i.e. Adobe Flash or Java)

 Downloading Movies or Music via Torrent Websites

 Free Streaming Websites

 Compromised USB Drives (Common within Corporations) 





How To Tell If You’ve Become 

Infected With Malware
There are some tell-tale signs that your computer has become infected with 
malware, but don’t let that fool you!

Although, sometimes your system could be running perfectly normal and you could 
still have malware installed on your computer. If your computer exhibits any of 
these symptoms then you most likely have malware. 

• You receive Ransom Demands. (Ransomware)

• Significant decrease in performance/speed. 

(General Malware)

• Popups Everywhere!!! (Adware)

• Keep getting redirected to random webpage(s). 

(Adware)

• An Unknown App keeps sending system 

messages i.e. “YOUR COMPUTER IS INFECTED 

WITH 1,502 MALICIOUS PROGRAMS! CLICK 

HERE >>>> TO CLEAN YOUR INFECTED 

SYSTEM!” (Scareware)

• Mysterious posts to social media accounts with links 

attached. (Spyware)

• System Tools are unresponsive. (Rootkit)



Preventative Measures
The best way to prevent malware is YOU! By keeping a watchful eye and 

practicing safe browsing habits you will be able to prevent MOST malware that 

you see today. 

Now that doesn’t mean you shouldn't be vigilant and take every step you can 

to secure your computer. 

Tonight we will be going over three ways you can keep your computer secure

 Anti-Virus Software

 Ad-Blocker

 Link Safety



Anti-Virus Software
Anti-Virus software is designed to prevent, detect and remove malicious 
software and potentially unwanted programs (PUPS).

Anti-Virus uses signature based detection methods to scan your system for 
malware code patterns (signatures/thumbprints).

Malware Definitions (known malware types) are updated regularly, but 
new malware is being created everyday and no Anti-Virus is 100% secure. 

Windows Defender is the stock Anti-Virus that comes preloaded on all 
Windows 10 Machines. It will be enough, provided you are practicing safe 
browsing habits, 9 times out of 10. 

Third Party Anti-Virus software comes in a myriad of different forms, most 
offer free versions while also offering premium versions.

Third Party software can be compared here: https://www.av-
test.org/en/antivirus/home-windows/

https://www.av-test.org/en/antivirus/home-windows/


Ad-Blocker
In today’s day and age we are constantly bombarded with ads, some of these 

ads can be malicious! So why not protect yourself with an ad-blocker? You 

can add these extensions on to any browser and most are free-open source 

software that is released to the public. 

The overall best rated ad-blocker is called uBlock Origin. 

Along with ad-blockers you can also use anti-tracking extensions (Privacy 

Badger) or even some that will not allow any sort of script run over the internet 

without your permission (NoScript).

Note: Anti-Script Extensions can sometimes “break” the webpage you are 

viewing. Although they make your computer secure by not allowing any sort of 

JavaScript to run on your computer, many websites rely on JavaScript to 

present their content to you. 

This is where the fine line of convenience and security meet.  



Firewalls
Think of a firewall as a filter. It keeps malicious 

programs separated from your system so it 

doesn’t even have the chance to attack.

• It does this by either letting 

parts of a program work, or 

none at all. 

Windows Firewall comes standard on all 

Windows devices.

Most routers and PREMUIM Anti-Virus Software 

will come with some sort of firewall 

configuration. 



Link Safety & Good Password 

Habits
All of these Links go to the same place!

https://global.sitesafety.trendmicro.com/
Link
Rolexwatch.net

Watch out for shortened Links!
https://bit.ly/1NwiXXn
http://checkshorturl.com/

Keep an eye out for Country Codes! (Pg. 9)

Always look for the lock, if you are doing something 
such as online shopping or banking.

Browser add-ons such as HTTPSEverywhere will 
automatically place you on secure browser (HTTPS) if 
the website supports it. 

Keep Secure with a good Password or better 

yet a Passphrase.

Easy passwords to break have to do with 

important things from your life, things you 

might mention on social media or your 

birthday.

Weak: kipa52893

Hard passwords to break have nothing to do 

with anything, the best way to make a 

secure password is to pick three words and 

add a combination of special characters 

and numbers. 

Strong: jello#Surfing82m0tHer*9

Browser add-ons such as LastPass can be 

used to store passwords and is accessed by 

a master password. This can be used to 

make long strings of numbers and characters 

your password without having to remember 

them. 

• Note: This is advanced, only use after 

thorough research on how it works. 

https://global.sitesafety.trendmicro.com/
https://global.sitesafety.trendmicro.com/
https://global.sitesafety.trendmicro.com/
https://bit.ly/1NwiXXn
http://checkshorturl.com/


Backup, Backup, Backup!

“Save for a rainy day, you’ll never know when you’ll need it.”

Create a System Restore Point! 

Go to the Windows Search Bar >> type in System Restore >> Follow the Wizard Setup

Prevent your important files from being lost by backing them up. This will help you keep 

moving even if you are a victim of a malware attack, or even hardware failure. 

Options for backing up your files include: External Hard Drives (hardware option) and Cloud 

Storage Services (software option).

External Hard Drives are the most reliable! Encrypt Them!

Cloud Services can be a good way to store you files for free, usually up to 15GB, but are also 

susceptible to auto-syncing encrypted or corrupted files to the cloud. 



Q/A

Thanks for joining me! Please do not hesitate to email me if you ever 

have any questions.

I can be reached at dchong@mybpl.org

Stay Safe!

mailto:dchong@mybpl.org

